Abstract-We analyze the physical layer (PHY) security of a communication scheme consisting of a multiple antenna transmitter with a single radio frequency (RF) chain using transmit antenna selection (TAS) and a single antenna receiver, in the presence of a sophisticated multiple antenna eavesdropper. We develop closed-form expressions for the analysis of the secrecy outage probability, and we show that the PHY security can be considerably enhanced when multiple antennas are available at the legitimate transmitter. Moreover, a single RF chain multiple antenna transmitter reduces cost, complexity, size and power consumption at the expense of a slight loss in performance with respect to a multiple RF chain transmitter.
I. INTRODUCTION
R ECENTLY, securing the communication over the wireless medium at the physical layer (PHY) has gained considerable attention since it has been proven that there are codes for the wiretap channel that guarantee both low error probabilities and a certain degree of confidentiality [1] - [6] . The wiretap channel is composed of two legitimate users, commonly known as Alice and Bob, communicating in the presence of an eavesdropper, known as Eve. Alice and Bob communicate through the main channel while Eve observes through the eavesdropper channel a degraded version of the message seen by Bob. It has been demonstrated that the secrecy capacity on a Gaussian wiretap channel can be defined as the difference between the capacity of the main channel and the eavesdropper channel being the capacity of the former greater than the latter (see [2] and references therein).
In [1] , [2] PHY security for a quasi-static Rayleigh fading wiretap channel with single antenna devices was investigated. A different scenario was analyzed in [4] in which only the eavesdropper has multiple antennas and the channels are subject to quasi-static Rayleigh fading. The authors in [4] have shown that when Selection Combining (SC) is used one Wireless systems with multiple antennas are conceived to increase reliability on account of diversity or to achieve high data rates due to the presence of multiplexing gains [7] . In the context of PHY security the multiple-input multiple-output (MIMO) wiretap channel is known as MIMOME channel [3] , once all nodes have multiple antennas. For instance, in [3] secrecy capacity expressions were derived for the Gaussian MIMONE channel, while in [6] the authors derived secrecy outage probability expressions for a codebook based beamforming on the Rayleigh MISOME channel (Bob is a single antenna device). The authors proposed a codebook based beamforming, which means that the transmitter is using a predefined codebook known to both transmitter and receiver and that a feedback channel is required. However, the gains obtained through MIMO do not come for free. The front-end architecture is highly complex and the hardware of the radio frequency (RF) section is expensive, while complexity and cost increase with the number of antennas [7] - [9] . Alternatively, transmit antenna selection (TAS) [8] uses a single RF chain instead of several parallel RF sections, reducing cost, complexity, power consumption and size at the expense of a generally acceptable loss in performance [7] - [9] .
In this work we assume a reasonable practical scenario in which only Alice and Eve have multiple antennas while Bob is a single antenna device. Alice could be seen as a base station in a cellular network and Bob as regular mobile user, while Eve is a more sophisticated device than Bob, and therefore more likely to obtain private information. Alice employs TAS on the main channel, which is a low cost and complexity method for exploiting spatial diversity in multiple antenna settings [8] - [10] , while Eve employs optimum MRC. Moreover, we consider that Bob informs Alice of the best antenna index through an open (non-secure) and low rate return channel. Although Eve is able to access the open return channel, the eavesdropper will not be able to exploit this information since Eve has access uniquely to the antenna index, and has no channel state information (CSI) of the main channel. Furthermore, such an antenna index is optimum for the main channel only. Therefore, Eve is not able to 1070-9908/$31.00 © 2012 IEEE exploit any additional diversity from the multiple transmit antennas at Alice. The main contribution of this letter is to show that PHY security can be considerably enhanced using a low cost and complexity single RF chain transmitter, even if the eavesdropper is more sophisticated than the legitimate receiver.
The rest of this letter is organized as follows. Section II introduces the system model. In Section III the secrecy outage probability is derived. Section IV presents the numerical results, while Section V concludes the letter.
II. SYSTEM MODEL
We consider that Alice and Eve have and antennas, respectively, while Bob is a single antenna device. We assume quasi-static Rayleigh fading channels, zero-mean complex Gaussian noise and that nodes have low mobility. The receivers have full CSI of their own channels [1] . Bob and Alice exchange the index of Alice's antenna with the best SNR at Bob through an open return channel. Alice uses this index in a TAS scheme, allowing Bob to achieve diversity order. From Eve's point of view the optimum TAS scheme for Bob is a random TAS scheme, as the main channel and the eavesdropper channel are uncorrelated. Thus, Eve cannot exploit any additional spatial diversity from Alice's antennas.
After TAS, Alice sends the message to Bob. The signal received by Bob can be written as (1) where is the average transmit power, , is the path loss of the main channel, is the distance between Alice and Bob, is the path loss exponent, is the Rayleigh fading coefficient of the channel between the selected antenna from Alice and the receive antenna at Bob, while is complex Gaussian noise with zero mean and power . Eve is capable of eavesdropping the signal sent by Alice. As Eve uses multiple antennas, the received signal vector at Eve is , where is the path loss of the eavesdropper's channel, is the distance between Alice and Eve, is the fading between Alice's transmit antenna and Eve's receive antennas, is a vector of complex Gaussian noise samples, where each has zero mean and power . The instantaneous SNR at Bob is , while the average SNR is . As Eve applies MRC, we have and . The probability density function (pdf) of is [10] (2) and the pdf of is [1] (3)
Based on the non-negativity of the channel capacity the instantaneous secrecy capacity can be defined as [1] (4)
Considering the independence between the main channel and the eavesdropper's channel, we can derive the probability of the existence of a nonzero secrecy capacity as (5) where is the probability of the event , and is the joint pdf of and . For further details see Appendix A. When legitimate and eavesdropper nodes are all single antenna devices (5) reduces to [1] . Due to the fact that Alice has not perfect channel knowledge about Bob and Eve, secrecy capacity can not be guaranteed in this scenario. It is only possible to perform a probabilistic treatment of secrecy capacity, by means of the so called secrecy outage probability, as we do next.
III. SECRECY OUTAGE PROBABILITY
The outage probability is [2] : (6) where is the secrecy rate [1] , [5] . Note that, when and , therefore . In (5) we defined , consequently
Next, we determine , which is given by (8) at the bottom of the page, where . The detailed solution of (8) is presented in Appendix B. Finally, using (5), (7) and (8) into (6) we obtain the secrecy outage probability for our proposed scheme, which is given by (9) , shown at the top of the next page. Notice that, when , (9) reduces to (10) which is the same result as that in [1] , where the authors consider that Alice, Bob and Eve are single antenna devices. Fig. 1 shows the probability of existence of secrecy capacity for different values of , , and . Moreover, throughout this letter we assume , and . From the figure we can see that the probability of existence decreases with the increase in the number of the eavesdropper antennas. The loss can be partially recovered by increasing the number of antennas at Alice, and the gains in terms of SNR are around 2 dB when we compare , to , at . Monte Carlo simulations are also shown. Fig. 2 shows the probability of existence of secrecy capacity as a function of the number of antennas at Eve , where , and . We can see that the probability of existence decreases with the increase of . On the other hand, it increases with the increase of or and also with the decrease of . Fig. 3 shows the secrecy outage probability as a function of , and . The closed-form expression and MC simulations match very well. From Fig. 3 we can notice that the outage probability reduces with the increase of . On the other hand, it increases with . Therefore, even with a more powerful eavesdropper than Bob, our proposed scheme can considerably enhance PHY security. Fig. 4 compares the proposed scheme to the schemes in [5] , [6] , assuming a fixed secrecy rate and . In [5] , Eve and Bob have multiple antennas and apply MRC, while Alice is a single antenna device. The authors in [6] proposed a codebook based beamforming (CBBF) and also analyze the naive beamforming (NBF) scheme (we assume a coding design criteria for CBBF [6] ). In CBBF the amount of information that has to be sent from Bob to Alice is limited and depends on the size of the codebook, while in NBF Bob transmits to Alice the complete CSI, requiring in theory an unlimited and unrealistic amount of feedback. From the figure we can see that the proposed scheme performs close to CBBF and outperforms the MRC scheme. The conclusions hold for different values of and . We emphasize that TAS requires only a single RF chain which considerably reduces cost, complexity, power consumption and size [7] , while CBBF and NBF utilize RF chains. Our proposed scheme requires only a low rate return channel once few bits have to be fed back ( ).
IV. NUMERICAL RESULTS
V. CONCLUSION We analytically investigated the secrecy when Alice is a multiple antenna transmitter with single RF chain, Bob is a single antenna device, and Eve is a sophisticated multiple antenna device. We developed closed-form expressions for the secrecy outage probability. Our results show that high levels of security can be achieved when the number of antennas at Alice increases, even when Eve has multiple antennas. The proposed TAS scheme requires only a single RF chain which considerably reduces cost, complexity, power consumption and size at the expense of a very small loss in performance when compared to a multiple RF chain scheme. 
For obtaining (15) we first expand the binomial term in (13), then we apply a variable substitution , which results in the Gamma function [11, Ch. 6] . Thus, applying (15) in (12) yields (16) Finally, taking the result of (16) and putting it into (11) we have the probability of existence as shown in (5).
APPENDIX B
Here we analyze , which is given by (8) . We can rewrite the integral in (8) as (17), shown at the top of the page, where , then resorting to (15) and after a few algebraic manipulations we have the solution for as shown in (8) .
